
Continuously monitor your DNS configuration 
to prevent attacks that bypass DMARC with 
DNS Guardian
In February 2024, SubdoMailing emerged as a widespread attack, sending fraudulent emails on 
behalf of legitimate brands following domain takeovers. This attack demonstrated how bad 
actors have begun to innovate ways around DMARC to launch phishing campaigns, distribute 
malware, or tarnish a brand's reputation.

We’re pleased to introduce DNS Guardian, a new 
feature in the Premier tier of Red Sift OnDMARC. 
DNS Guardian continuously monitors DNS settings 
to prevent domain takeovers – including 
SubdoMailing – offering enhanced security and 
peace of mind. 

Why should I care about SubdoMailing?
While SubdoMailing is nuanced, the impact of this attack is lasting. Customers and prospects 
have had their domains used to send millions of illegitimate, malicious emails despite being 
protected with a DMARC policy of reject. The result? Damaged reputation, disrupted 
deliverability, and diminished trust.

Worst of all, the organizations had no clue it was happening. Without automated tooling, 
SubdoMailing requires multiple departments to be constantly vigilant and correlate distinct 
signals that otherwise look like normal behavior. 

Understanding the overlap of DNS and DMARC

DNS translates domain names into IP addresses, enabling computers to locate each other on 
the internet. OnDMARC uses DNS records to verify the authenticity of emails. Effective DMARC 
implementation relies on accurate DNS records to function correctly. Poor DNS hygiene can 
lead to domain takeovers, undermining DMARC protections and allowing email spoofing.

Why is continuous DNS monitoring important for DMARC?

Continuous DNS monitoring is vital because it ensures that any changes or weaknesses in DNS 
settings are quickly identified and addressed. This maintenance is essential for DMARC 
authentication mechanisms like SPF and DKIM to function properly, preventing email spoofing 
and domain takeovers.



DNS Guardian by Red Sift OnDMARC
DNS Guardian helps prevent domain takeovers by monitoring DNS settings to identify 
misconfigurations, such as expired or unused DNS records. It provides actionable insights to 
correct these vulnerabilities, ensuring that DNS hygiene is maintained. This prevents attackers 
from exploiting weaknesses to bypass DMARC protections.

● Stop attacks. Detect subdomains 
vulnerable to SubdoMailing from 
misconfigured or unused DNS records.

● Protect revenue. Prevent domain 
takeovers that disrupt operations and 
sales.

● Mitigate risk & fines. Avoid costly 
breaches and regulatory penalties 
stemming from compromised 
domains.

● Empower your security team. 
Eliminate manual DNS tracking and 
free up valuable IT resources for 
higher-level security tasks.

Why use DNS Guardian?

● Identify all subdomains of a given 
domain on the basis of a DNS record 
existing.

● Identify domains with misconfigured 
or unused DNS records susceptible to 
takeover.

● Detect subdomains already controlled 
by bad actors through techniques like 
CNAME takeover, legitimate CNAME 
delegation with poisoned SPF records, 
NameServer delegation, and others.

● Receive actionable recommendations 
and remediation steps to address 
identified risks and strengthen domain 
security.

DNS Guardian overview

How do other DMARC tools compare?
DNS Guardian is made possible through Red Sift’s acquisition of Hardenize. No other DMARC 
tool on the market has access to the continuous monitoring of DNS Guardian. 

For businesses looking to make sure they are protected from malicious mail that bypasses 
DMARC, Red Sift OnDMARC is the market leader. Ready to chat? Get in touch.

Looking for more?

● Blog: Introducing DNS Guardian: Prevent domain takeovers that circumvent DMARC
● Webinar: Securing Your Domain: Protect against DNS security risks with Red Sift 

OnDMARC
● Blog: Navigating the “SubdoMailing” attack: How Red Sift proactively identified and 

remediated a new risk to our customer base
● Guide: The complete guide to SubdoMailing 

http://redsift.com/contact
https://blog.redsift.com/news/introducing-dns-guardian-stop-domain-takeovers
https://www.youtube.com/watch?v=uFIuV_Aca_Y
https://www.youtube.com/watch?v=uFIuV_Aca_Y
https://blog.redsift.com/email/how-red-sift-proactively-identified-and-remediated-a-new-risk-to-our-customer-base/
https://blog.redsift.com/email/how-red-sift-proactively-identified-and-remediated-a-new-risk-to-our-customer-base/
https://redsift.com/guides/subdomailing-guide

